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Abstract

Problem

In this project, we developed using Labview a system that detects fraudulent credit cards using
the noise in-between the data on the credit cards. First, we determined the direction of the card
swipe and normalized all swipes to be forwards. Then the amplitudes of the peaks were
normalized to one, as well as the number of samples between adjacent data peaks to 266(zeros)
and 133(ones). The normalized waveform is then high pass filtered with a FIR moving average
filter and then broken up from peak to peak. 64 samples were taken in-between the peaks
among the 266 samples (only from zeroes). Then we formed a Magneprint™ of the card by
decimating, quantizing, and choosing a subset of the samples. We found that for a small
Magneprint™ size of 384 bits in an effort minimize cost, we achieved excellent results in
determining fraudulent cards.

• Need a system to create a fingerprint profile of each individual card.
• The fingerprint must be unique for each card, even for cards with identical data.
• Fraudulent counterfeits can then be identified when their Magneprints™ are compared to the
authentic card.
• System must be robust, consistent, and reliable, with minimal rates of false positives and false
negatives.

Design

Results
Iterated through various values of:
•Filter Length
•Delta, distance between samples
•M, number of samples taken
•B, quantization of samples
to get the best separation, S, between accept
and reject distributions in order to minimize the
rate of false positives and false negatives.

Accept and reject histograms from 264 swipes

Conclusions and Future Work
Best parameters, as determined
from a database of 264 swipes

• For a Magneprint™ size of 384 bits, the best parameters were: Filter length=17, M=96,
Delta=89, B=4 in order to eliminate false positives and false negatives.
• Our system achieved a maximum separation of 0.799
• Live swiping of cards confirmed working system, which was able to identify authentic and
fraudulent cards.
• The system is very robust and reliable.
• Future areas of exploration include hardware implementation of the system, optimizing cost vs
robustness for commercial use, and commercial testing.
• Our design is an accurate way to distinguish authentic cards from copied cards.
• Our implementation could use less computing time and memory by processing the cards on
the fly.
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