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Abstract

Methods

A large amount of credit card fraud that occurs every year
results from the copying of an authentic card’s data to a
skim card. One method for preventing this fraud is to
design a system with the ability to dynamically
differentiate between two unique cards regardless of the
binary information encoded on them. Due to the imperfect
alignment of ferromagnetic particles in a magnetic stripe,
each magnetic strip card contains a unique, dataindependent fingerprint (MagnePrint™) that may be
detected with a card reader and used for authentication.
We successfully designed a system to store card swipes
in a database, extract the MagnePrint™ from each swipe,
and correlate these MagnePrints™ together in order to
determine the authenticity of a given swipe.
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Magnetic Stripe Card Swipe Basics
The stripes on cards are composed of ferromagnetic rods
fixed in a resin. Data is encoded on the card by changing
the polarity of the rods at specific points along the card.
During a swipe, the time-varying magnetic field from the
polarity shifting of the rods at an inductive read head
yields an electric signal with an amplitude proportional to
the density of the rods and to the swipe speed. Ideally, all
of these rods are perfectly aligned with the length of the
magnetic stripe, meaning a switch in polarity would yield
an electrical data signal with maximum amplitude.
However, the rods are not perfectly aligned with the
length of the magnetic stripe, yielding a small signal
embedded within the data signal. This small signal causes
the amplitude of the data signal to vary from ideal at a
greater frequency than the data signal. From the
literature, we know that this small signal is at about -40dB
relative to the data signal, and has an amplitude of about
20µVpk/IPS. This small signal is unique to each magnetic
stripe and is independent of the encoded data, thus it may
be used for card authentication. Any given card may be
authenticated by correlating the small signal, extracted at
the point of sale, with its MagnePrint™, extracted by the
card manufacturer and stored in a secure database.
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Other modifications should be done to make the system
commercially viable. To help test the system, we treated
the forward and backward swipes of each card as two
different cards. This was possible because the
MagnePrint™ of a backward swipe is flipped, and
therefore correlates with the corresponding forward swipe
to zero, as would two different cards. In a real-world
application, the MagnePrint™ for a backward swipe
should be flipped in time so that the swipe direction has
no effect on the authentication process. Another
necessity to implement the system commercially is to
create a server to store the MagnePrints™ associated
with each card, as opposed to storing the data locally.
Finally, the sampling speed of card reader ADC should be
increased to allow for swipes with speeds greater than 40
IPS to be accurately recorded and processed.
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